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Electronic Records Management: 
New Obligations, New Tools

Business today is a reflection of the 
electronic age in which we live. Stud-
ies indicate that more than 90 percent 

of all records created in the past year are elec-
tronic, and the vast majority of these records 
are never printed into a hard-copy format. 
As participants in today’s fast-paced business 
world, community banks increasingly rely on 
electronic records to communicate and store 
vital information. However, these banks must 
adapt to the growing obligations associated 
with maintaining electronic records.

The laws, regulations, and rules regard-
ing electronic records have been changing 
on both the national and state levels. The 
federal government and state governments have 
passed new legislation requiring the retention 
of certain types of records, including electronic 
records. Furthermore, the Federal Rules of 
Civil Procedure were amended last year to 
provide a framework by which litigants and 
courts could give early attention to issues 
relating to the disclosure and discovery of 
electronic records.

Because of these new obligations related 
to electronic records, community banks must 
take proactive steps to design and implement 
effective systems to manage electronic records. 
From the outset, IT personnel can serve a 
key role in developing these systems and in 
incorporating the software tools now available 
to ensure the proper storage, sharing, retention, 
and disposal of electronic records.

What counts as an electronic record, 
and where are these records? 
An electronic record can take many forms. 
Common electronic records include word-
processed documents, databases, spreadsheets, 
presentations, audio and video files, program 
data, and calendar entries. Electronic com-
munications, including e-mail and e-mail 
attachments, text messages, instant message 
transcripts, and recorded voice mail messages, 
may also constitute electronic records. There-
fore, these and other types of electronically 

stored information should be identified and 
addressed by the records management policies 
and practices of community banks.

Also, electronic records can be located on 
a wide variety of media and in any number of 
places. While many community bank records 
may be located on network servers and shared 
computer systems, others might be present 
on individual computer hard drives, on off-
site computers owned by employees or the 

company’s agents, contractors, or vendors, 
or on portable media, including DVDs, CD-
ROMs, or thumb drives. Also, banks may 
retain copies of some or all of their records on 
back-up media for disaster recovery purposes. 
Identifying and controlling where electronic 
records are located is an important step in 
controlling how these records are managed.

How should e-mail be managed?  
A few simple steps can make e-mail manage-
ment easier and reduce risks. First, banks 
should facilitate the storage of their employees’ 
e-mail on shared servers and should dissuade 
employees from saving or archiving their e-
mail on individual computer hard drives or 

portable media. By keeping e-mails on a shared 
computer resource, banks can ensure that all of 
the e-mails are subject to back-up procedures 
and are available to be secured and searched 
for business or legal purposes. Banks need to 
be ready to take immediate record preserva-
tion steps, including the suspension of any 
automated deletion protocols, with regard to 
any records that may be relevant to pending or 
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anticipated litigations or investigations.
Employees should also receive training on 

the proper use of business e-mail. Such train-
ing should inform employees of the dangers 
associated with e-mail, including the risks 
associated with offensive or embarrassing 
content, vague or ambiguous messages, and 
improper distribution.

How should back-up media be 
managed?  
Many community banks rely on back-up sys-
tems to create and store copies of their vital 
electronic records and data, so that systems can 
be restored in the event of computer crashes 
or other disasters. Absent other legal require-
ments, banks using such back-ups should retain 
them only as long as necessary to fulfill this 
disaster recovery purpose. Use of back-up 

media for routine archiving or for recovering 
messages that an employee otherwise neglected 
to save compromises the ability of banks to 
object successfully to restoring and producing 
information from such back-up media during 
litigation.

How long should electronic records be 
kept?  
There is no single answer to this question. As 
with all records, the need to retain electronic 
records is determined by the content of the 
record, not its format. Therefore community 
banks should retain their electronic records 
in accordance with their broader records 
retention schedules. Retention schedules 
should define each category of record created 
or received and associate a retention period 
with each record category. The definition of 
these record categories requires input from the 
banks’ different departments, as well as their 
IT personnel and records management staff.

The assignment of retention periods to these 
record categories must take into account any 

applicable legal requirements on the reten-
tion of the records, legal considerations such 
as relevant statutes of limitations and past 
litigation experiences, the continued busi-
ness utility and historical importance of the 
records, and the costs and risks associated with 
the retention of these records beyond what is 
legally required. Legal counsel can assist banks 
in assessing legal record retention require-
ments and considerations. IT personnel can 
be helpful in streamlining and effectuating the 
retention and proper disposal of such records. 
A number of available software tools allow 
employees to categorize electronic records 
upon their creation or receipt. These software 
tools allow IT administrators to couple these 
categorizations with the retention periods 
defined in the bank’s retention schedule.

By relying on the expertise of the IT per-

sonnel and utilizing available software tools, 
community banks can work toward improved 
management of electronic records. This, in 
turn, can decrease the costs of such man-
agement and reduce the risks and potential 
liabilities associated with improper records 
management.

The opinions expressed in this article are 
solely those of the authors, and should not 
be relied upon as legal advice. For legal 
advice about records management issues, 
please contact legal counsel. Thomas J. 
Smith is a partner and Daniel R. Miller is 
an associate in the Pittsburgh office of 
Kirkpatrick & Lockhart Preston Gates Ellis 
LLP. Smith litigates complex commercial 
cases, and is a co-founder of the firm’s  
E-discovery Analysis & Technology  
(“e-DAT”) Group. Miller concentrates his 
practice in records management and e-
discovery issues. Additional information 
about the authors and their e-discovery 
and records practice can be found at www.
klgates.com.

Community banks should retain their electronic 
records in accordance with their broader records 
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