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I. Triggers of an Investigation
 Internal investigations in response to crisis:

 Media report alleging bad practices/ wrongdoing
 Threat or initiation of government investigation or litigation
 Whistleblower complaint
 Accountants’ discovery of problem during audit
 Compliance/Internal Audit finding

 Other situations:
 Support for corporate action
 Preliminary evaluation of claim against third party and/or 

defenses
 Assessment of strength of compliance/ internal controls
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II. Factors to Consider

Pros:
 Helps inform company 

strategies –business, legal 
and public relations 

 If wrongdoing, may position 
company better with 
regulators/ prosecutors

 Enables a company to 
develop lessons learned

Cons:
 Once commit, hard to stop
 Discovery of work product/ 

privilege waiver concerns
 Collateral consequences 

(road map for litigation; 
regulatory action)

 Costs
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III. Conducting the Investigation

 Initial questions
 What is the purpose of the investigation?
 What is the scope?
 Who should conduct and who can support investigation?
 Where are the people and documents?
 When does it need to be completed?
 How are results going to be compiled or reported?
 Is insurance available?
 How will the company respond to press enquiries?
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IV. Managing Costs 

 Key factors in managing costs
 Use of internal resources
 Team size and expertise
 Investigative scope
 Interview process
 Parameters of data collection, processing and review
 Form, size and scope of report(s)
 Billing frequency
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 Securing co-operation from company personnel
 Recognising and dealing with competing priorities
 Senior level commitment to the process is required
 Out of sight = out of mind

 Obtaining electronic data and documentation
 Accounting data and documentation
 E-mails, server data
 Ensuring the integrity of data and documentation
 Language issues
 Data privacy
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 Project management issues for investigation team
Co-ordination of reviews between lawyers, forensic accountants, 

forensic IT specialists and company personnel
Allocation of appropriately qualified and experienced work 

resources
 International travel
Sticking to the plan
Maintaining momentum
Avoiding being side-tracked by other issues
Closing an investigation
Maintaining team morale and work/life balance
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Hypothetical
 You are the General Counsel of ABC plc in London, whose 

securities are listed on the London Stock Exchange.  You 
notify one of your Assistant General Counsel, Lucy 
Lawyer, that ABC has entered into discussions to acquire 
DEF Corporation, a large company headquartered in 
Dallas, Texas, whose securities are traded on the New 
York Stock Exchange.  

 You tell Lucy that preliminary due diligence is to be carried 
out urgently and that the parties had agreed to maintain 
confidentiality.  As Lucy had previously done due diligence 
on a number of other deals for ABC, you ask her to assist 
the CFO with the due diligence on this one.
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Hypothetical (cont.)
 That night, Lucy tells her live-in boyfriend, Cory, a trader at 

GHI hedge fund in London, that she cannot go on holiday 
with him, which they had planned for the following week.  
She leaves for Dallas the next day and returns a few days 
later.  

 After her return, Lucy is asked by the CFO to review 
information regarding an anonymous complaint ABC 
received that a senior officer of DEF had been moving 
company assets to offshore accounts in the UK and 
Switzerland, purportedly for investment purposes. Lucy 
investigated the matter in one day and informed the CFO 
that she had no concerns regarding the complaint and 
explained the steps she had taken to investigate it.
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Hypothetical (cont.)
 ABC and DEF then negotiate the terms of the acquisition, 

and the deal is announced publicly.  The price of DEF 
stock increased 10% in the week preceding the 
announcement, another 18% after the announcement was 
made.  The price of ABC stock increased 10% following 
the announcement.

 Lucy is seen wearing new and seemingly expensive 
jewellery around the office.  She tells everyone that she 
received the jewellery from Cory to cheer her up because 
she had been working so hard on the DEF deal.  Rumours 
are rampant in the office that Cory cashed out on the deal.
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Hypothetical (cont.)
 Weeks later, you receive a call from ABC Corporate 

Communications.  A reporter has enquired whether ABC 
knows anything about US Securities and Exchange 
Commission and Financial Services Authority 
investigations regarding suspicious trading in DEF and 
ABC stock around the time of the announcement of the 
acquisition.  ABC has not yet been contacted by the 
regulators.  You contact the CFO, who confirms that he, 
too, has heard the rumours about Cory and mentions to 
you that Lucy had investigated the anonymous complaint.  

 You have a meeting with your CEO in 30 minutes to report 
on the DEF acquisition.  What is your plan of action? 
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FSA ENFORCEMENT 2009/2010
 Credible Deterrence (“results and headlines”)
 Change Behaviour
 Senior Management is Accountable
 Intensive Supervision

Hector Sants, FSA Chief Executive, 9 November 2009
“…the FSA will not presume that … firms… have learned the lessons of the past. There 

remains, I believe an absence of the acceptance of collective responsibility for what has 
happened….

…unconvinced that all senior management have taken on board the need to change and 
operate in a genuinely different manner.

…fundamental question of ensuring the development of the right industry culture…
Culture is driven by individuals and in particular senior executives who ‘set the tone from the 

top’
…our authorisation regime should seek to make a determination of an executive’s ability to set 

a strong ethical framework and to foster the right culture.”
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FSA ENFORCEMENT 2009/2010

Focus
 Market Abuse especially Insider Dealing
 Criminal Charges - an Enforcement strategic priority 
 Higher Fines
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FSA ENFORCEMENT 2009/2010
Criminal Charges - Insider Dealing
Before 2008/9 – one FSA prosecution/conviction and none for insider 

dealing
Convictions
 McQuoid/Melbourne

 Court of Appeal – endorses FSA view that insider dealers should not 
expect only regulatory as against criminal sanction 

 Uberoi
Pending
 Calvert
 Rollins

 CA – FSA can prosecute money laundering offences (as a private 
prosecution)

 King/McFall/Rimmington
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FSA Enforcement 2009/2010

Criminal Charges

“We start on the basis that we will prosecute criminal 
conduct unless there is a reason not to”

Margaret Cole, FSA Director of Enforcement  10 September 2009
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FSA Enforcement 2009
Market Abuse
 Winterflood Securities - £4million

 Share ramping
 Wolfson Electronics - £200,000 (less 30%) and Entertainment 

Rights - £350,000 (less 30%)
 Delay in market announcements

 Clifton - £85,000 (less 30%)/Byron Holdings
 Insider dealing

 Morton/Parry
 Insider dealing in debt market
 Public Censure and no fine but further offenders cannot expect 

that result
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FSA Enforcement 2008/2009
Self-reporting
 Principle 11

 Authorised firms must disclose to the FSA anything relating to the firm of which the FSA would reasonably 
expect notice

 SUP 15.3
 Specific obligations of authorised firms to notify the FSA of particular circumstances/events including 

breaches of rules/requirements, fraud, civil or criminal proceedings
 Suspicious Transaction Reports SUP 15.10 

 Authorised firm must report transactions it arranges or executes which it has reasonable grounds to suspect 
might constitute market abuse 

 Lockwood - £20,000 – for failing to make a suspicious transaction report
 Ralph/Boyen/Boyen

 Insider dealing. Final Notices Ralph and F Boyen expressly state that criminal prosecution was not brought 
“in light of the high degree of co-operation” provided to the FSA’s investigation

 Leniency – EG 12.8(12A)
 Expressly recognises that where an individual provides information and gives full assistance to the FSA in 

prosecuting others involved that will be taken into account by the FSA when deciding whether to prosecute 
that individual or to take disciplinary action against him/her for market abuse

 UBS 2009/Deutsche Bank 2006
 High degree of co-operation – still substantial (regulatory) fines
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FSA Enforcement 2009/2010
Internal Investigation Reports
 EG 3.17-3.31
 Discuss with FSA first?

 Especially where a firms has notified under SUP 15 or where FSA has indicated 
Enforcement may become involved

 Privilege issues
 FSA accepts cannot demand “protected items” (broadly legally privileged 

material); but
 “greatest mutual benefit” likely to require disclosure of report and supporting 

papers (such as records of interviews); in FSA’s opinion reluctance to disclose 
source materials will “devalue the usefulness of the report”.

 FSA believes that privilege can be waived for the purpose of disclosure to the 
FSA and still be asserted, for example, for the purpose of litigation against the 
firm by third parties. The Court may not, in a particular case, agree and nor 
might foreign regulators/Courts, notably in the US. The FSA will not agree any 
restriction on use of material disclosed which would restrict its use for the 
purpose of the FSA’s functions.
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FSA Enforcement 2009/2010

Higher Fines
 Winterflood - £4million
 UBS £10million (less 20%)
 Aon
 Failure in anti-bribery systems and controls 
 £7.5million (less 30%)
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FSA Enforcement 2009/2010
Higher Fines
 Consultation Paper 09/19

 Disgorgement of profits: plus
 Firms – 0-20% of “relevant income” 

 That is the pre-tax income from the product/business in question during the period of breach
 Individuals for non-market abuse - 0-40% of “relevant income”

 That is the individual’s pre-tax benefits from employment connected to the breach for the period of the 
breach

 Individuals for market abuse - the greater of:
 40% of last 12 months’ gross income where abuse was in the course of employment; or
 Twice the profit made/loss avoided; or
 £100,000; then

 Adjustment for hardship, then adjustment (upwards) if the figure arrived at carries 
insufficient deterrence, then apply any early settlement discount

 APCIMS Response 22 October
“in part the need increase the level of deterrents is a reflection of the failure of the FSA to 
adopt effective supervisory processes. …[Such]  inadequacies… should not be addressed 
by implementing disproportionate and unfair enforcement processes.”
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International Co-operation
 The SEC/FSA Strategic Dialogue

 Especially as to regulation of hedge funds 
 Section 169 FSMA

 FSA use of its powers at the request of foreign regulators
 Memoranda of Understanding
 The “Gateway Regulations” EG 3.31

 The exceptions to the FSA’s obligation (s348 FSMA) not to disclose confidential information. 
Disclosure is permitted for the purpose of criminal investigations including outside the UK 
and to overseas regulators who satisfy certain conditions – which broadly includes EU and 
US regulators/authorities including the SEC

 EG 3.31 – The FSA will “normally” give firms an opportunity to make representations about 
such contemplated disclosures, subject to exceptions in cases of urgency, prejudice to the 
purpose of the disclosure or breach of international obligations.

 R (Amro International SA and others) v Financial Services Authority and others [2009] 
EWHC 2242 (Admin)
 SEC request for documents pursued against accountants in England by FSA under s169 

FSMA substantially quashed by judicial review of the FSA’s decision to require the 
documents under s169. In the circumstances the FSA could not “reasonably consider” that 
the request was “relevant to the purposes of the investigation”. The FSA accepted that a 
proportionality test applies. The FSA has permission to appeal to the Court of Appeal.



German perspective on U.S. – Transatlantic Enforcement and 
Regulatory Action

Dr. Wilhelm Hartung
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German “fears” in U.S. – Transatlantic Enforcement

 Market realities: globalization and 
competition/regulatory arbitrage

 Regulatory coordination/cooperation – US-EU 
Financial Regulatory Dialogue

 SEC appoints COO for Enforcement (16 Oct 2009)
 The long arm/extra-territorial reach of US 

Enforcement Agencies over “foreign issuers”, e.g.,
 Anti-fraud rules – threat of US securities class actions
 Anti-corruption
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Recent prominent enforcement cases in Germany (not 
including competition/antitrust)
 Corruption
 Siemens - closed in December 2009 - overall fines 

approx. EUR 1 billion
 MAN - ongoing
 DaimlerChrysler – ongoing

 Money Laundering
 HSH Nordbank - BaFin investigation into money 

laundering allegations against several employees
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Recent prominent enforcement cases in Germany

 Financial market issues
 Premiere - BaFin investigating the publication of 

inflated subscriber numbers
 Continental - BaFin investigation into alleged 

breaches of ad-hoc disclosure requirements
 Fraud - "German Maddoff" Helmut Kiener - public 

prosecutor's investigation into fraud and 
embezzlement allegations in connection with a 
suspected Ponzi scheme
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Recent prominent enforcement cases in Germany

 Data Privacy
 Daimler - ongoing investigation into collecting of employee 

health information 
 Deutsche Bahn - accessing of employee data in an over 

boarding attempt to prevent corruption - record fine of EUR 1.1 
million

 Facebook/Social Network - holes in data security and 
unauthorized access 

 Postbank - disclosure of customer data to independent sales 
agents

 Federal Employment Agency of Germany (Bundesagentur für 
Arbeit) - investigation into a new platform to save and make 
accessible job seeker data
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Recent prominent enforcement cases in Germany

 Insider Trading
 Deutsche Telekom - prison sentences against two 

individuals - March 2009 - most severe prosecution in 
Germany on insider trading so far

 Conergy - June 2009 - dawn raid; allegations against 
several employees 

 Airbus/EADS - French (AMF) investigation into 
insider trading allegations, ongoing since 2006
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Background - Enforcement Powers in the EU 
 Market manipulation (Art. 5 Market Abuse Directive 2003/6/EC) 

and insider trading (Art. 2 Market Abuse Directive)
 Convergence

 Most EU jurisdictions allow administrative measures, pecuniary 
fines, criminal sanctions and imprisonment

 Common administrative sanctions include temporary suspension 
of operation, revocation of licences, suspension/prohibition of 
professional activity, suspension of trading of financial instruments, 
reprimand, public warning

 1558 investigations opened in 2007 with 763 requests for 
assistance among CESR members for Market abuse cases

 Differences in the amount of fines, criminal penalties and prison 
sentences

 04/2009 - Call for evidence on review of MAD 
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Market manipulation

 Fines - range from EUR 1,200 (for individuals) or EUR 
125,000 (for legal entities) in Slovenia to EUR 75 million in 
Italy and unlimited amounts in the UK

 Criminal penalties - range from EUR 10,000 in Belgium to 
EUR 15 million in Italy, unlimited amounts in Germany and 
UK

 Prison sentences - max 1 year in Luxembourg, up to 15 years 
in Latvia

 Sec. 20a Securities Trading Act (WpHG) – BaFin: 
manipulations may be criminal offences and punishable by 
fines or terms of imprisonment of up to five years. 
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Insider dealing
 Fines - range from EUR 1,200 (for individuals) or EUR 125,000 (for 

legal entities) in Slovenia to EUR 45 million in Italy and unlimited 
amounts in the UK

 Criminal penalties - range from EUR 10,000 in Belgium to EUR 10 
million in Ireland, unlimited amounts in Germany and UK

 Prison sentences - max 1 year in Belgium, up to 15 years in Latvia
 Sec. 14 Securities Trading Act (WpHG) 

 Imprisonment of up to five years or a fine - formal BaFin insider 
investigation - report of (possible) offences to the relevant Public 
Prosecutor's Office 

 Secondary insiders - administrative offence prosecuted by BaFin
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Observations from the Siemens case

 High level of cooperation between investigating 
authorities in Germany and the US

 Coordinated timing of the US and German 
settlements

 Full cooperation offered to the enforcement 
authorities and strong commitments made by the 
company were recognized
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Expectations

 Corruption - A new US-style approach?
 Foreign corruption by German companies gets wide media 

attention
 Numerous criminal bodies start proceedings
 Expectations that enforcement measures against corruption in 

Germany will increase in the future
 Toughened sanctions 

 Record sanctions on corruption (Siemens), data protection 
violations (Deutsche Bahn), insider trading (Deutsche Telekom), 
all reached 2008 or 2009

 Recognition of self-investigation and compliance measures
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Cross-Border Enforcement Actions
 Globalization - Enforcement actions implicate multiple 

jurisdictions  
 Cross-border enforcement actions – require more 

cooperation and coordination among regulators of various 
jurisdictions 

 Multiple uncoordinated investigations  - duplicative and 
expensive, risk of regulators reaching different results 

 Lead regulator approach in cross-border enforcement 
actions, taking the lead in the investigation 

 European integration:  EU should develop a mechanism for 
coordinating enforcement actions within its member states
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The Recent Financial Crisis and How it Will Impact 
Regulatory Actions In The Future? 
 International regulatory efforts  - increased co-

operation in Europe; New Supervisory Architecture
 European System of Financial Supervision
 European Supervisory Authorities – 3L3 Committees
 European Systemic Risk Board

 Increased transatlantic cooperation, e.g., 
 More and tighter regulation of financial market 

participants
 More stringent enforcement - tougher sanctions
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How clients can proactively deal with enforcement 
investigations and actions
 Preempt enforcement investigations and actions by
 implementing a strong compliance culture
 introducing and observing high ethical and 

compliance standards
 effectively investigating and (if necessary) reporting 

compliance breaches
 Cooperate with enforcement agencies
 In cross border cases take international approach 

from the outset 
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U.S. GOVERNMENT ENFORCEMENT AND
CROSS BORDER INVESTIGATIONS

Stavroula E. Lambrakopoulos
Washington, D.C.
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Increased Cooperation Between US and Foreign 
Regulators
 In 2008, SEC made 594 requests of foreign regulators for 

assistance with SEC investigations

 Higher than any previous year  
 Contrast to 309 requests in 2003

 Average of more than one per day

 The SEC cooperated with 414 requests from foreign 
regulators for enforcement assistance in 2008 

 2009 promises to be more active
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U.S. Authority for Reciprocal Cooperation and 
Assistance

 Use of Compulsory Powers by SEC to assist Foreign 
Securities Authorities
 Section 21(a)(2) of the Securities Exchange Act of 1934

 Providing Access to Non-Public Information to 
Foreign Securities Authorities
 Section 24(c) and Rule 24c-1

 Availability of Public Information 
 (Edgar filings, and other publicly reported disclosures)
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Mechanisms for Cooperation Amongst US and Foreign 
Regulators 

 International Organization of Securities Commissions (IOSCO)
2002 Multilateral Memorandum of Understanding (MMOU)

55 regulators have signed

 55 Securities and Derivatives Regulators are Parties

 Mutual Legal Assistance Treaties (MLATs) – US DOJ
 60 Countries are Parties

 Bilateral Memorandum of Understanding (MOU)
 35 counterparts (up from 20 in Feb. 2008)

 Bilateral Supervisory MOUs
 Formal Letters Rogatory  and Access to the Courts
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How Does Cooperation Amongst US and Foreign 
Regulators Actually Work
Formal and informal requests

MLATs and MOUs allow for Broad Access to 
Information
Internal Investigation Reports May Be Included

Supervisory MOUs allow even broader access to 
documents and information 
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The Types of Cases Where You Can Expect 
Cooperative Efforts

 Foreign Corrupt Practices Act (“FCPA”)
 Insider Trading
 Market Manipulation
 Fraud and Misstatements in Financial Statements
 Hedge Funds
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Jurisdiction of US SEC and US DOJ Over Foreign 
Issuers and Companies – When Should You Care
U.S. Presence through Offices or Subsidiaries
Listing on U.S. Exchanges

Full Listing
Sponsored Programs for American Depository 
Receipts (ADRs)

Public Filings with U.S. SEC
Private Placements with U.S. Investors
Conduct and Effects Tests In U.S. Courts
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Notable Enforcement Cases
SEC v. Koninklijke Ahold N.V. (Royal Ahold) 

In the Matter of Royal Dutch Petroleum Company and The “Shell” 
Transport and Trading Company, p.l.c.  

SEC v. Parmalat Finanziaria,S.p.A.

Siemens

SEC v. Escala Group
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Lessons Learned - Considerations for Dealing with 
Multiple Regulators

Different Standards for Attorney-Client Privilege

Sharing of Information Amongst Regulators

Impact and Extent of Self-Reporting

Consideration for Seeking Global Resolution 

Expect More Actions Against Individuals and Gatekeepers 
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What Has Cooperation and Self-Reporting Meant in the 
U.S.
 Evolution of How Cooperation is Defined by the 

U.S. SEC and U.S. DOJ
 Waiver of Attorney-Client Privilege in Self-Reporting

 How is “Credit” for Cooperation Measured
 No Specific Discount
 Must look to Precedent
 Regulators Have Broad Discretion
 Individuals May Not Benefit in Civil Matters
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